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The present study aimed to explore the lived experiences of Generation Z boys in cyberspace
and to identify the factors contributing to their vulnerability to harm. This study was
conducted using a qualitative approach and Charmaz’s grounded theory method. The
participants consisted of 15 Generation Z boys who were selected through purposive and
theoretical sampling from among clients referring to psychological counseling centers. Data
were collected through semi structured interviews and analyzed using a systematic coding
process.

The findings indicated that the factors affecting the vulnerability of Generation Z boys in
cyberspace can be classified into four main themes: “chaotic context,” “unaware self
presentation,” “normative—institutional constraints,” and “stimulating liberation.” The results
show that the harms experienced by boys in cyberspace are not merely the result of the
characteristics of this space; rather, they emerge from the complex interaction of individual,
familial, socio cultural, and virtual factors that are intensified and reproduced within this
context. The experiences indicate that their agency in cyberspace is not merely an intentional
and freely chosen action, but a meaningful response to a lifeworld filled with identity
frustrations, emotional deprivation, gender pressures, and the weakness of regulatory
institutions. In this regard, cyberspace, rather than being the primary cause of harm, has
become a context for intensifying and reproducing pre existing vulnerabilities, thereby
forming a cycle of dependency, inner conflict, and psychosocial harm. Accordingly,
adopting a multidimensional approach to analyzing cyberspace related harms and designing
awareness and intervention programs tailored to youth and their families appears necessary.
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Introduction

The rapid expansion of digital technologies and the widespread access of Generation Z to cyberspace
have brought about significant transformations in their lifestyles, communication patterns, and
processes of identity formation. This generation, commonly referred to as digital natives, has grown
up with smartphones, social media, and the internet from early childhood, and a considerable part of
their interactions, learning experiences, and identity representations takes place in online
environments. Despite the opportunities provided by cyberspace-such as access to information,
broader communication networks, and possibilities for self-expression-its extensive use may also
lead to consequences such as reduced face-to-face interactions, feelings of loneliness, psychological
problems, cyberbullying, and the emergence of risky behavioral patterns. Although many studies
have primarily focused on the vulnerability of girls in online spaces, boys of Generation Z are also
exposed to specific forms of cyberspace-related harms that develop within familial, social, and
cultural contexts. Accordingly, the present study focuses on Generation Z boys in the city of Yazd
and seeks to understand their experiences of cyberspace and the ways they make meaning of these
experiences within individual, familial, and social contexts.

Methodology

This research was conducted using a qualitative approach and the constructivist grounded theory
method proposed by Charmaz. This approach was considered appropriate because of its emphasis on
discovering social processes and understanding the meanings constructed by actors, particularly in
relation to the lived experiences of Generation Z boys confronting cyberspace-related harms. The
study population consisted of Generation Z boys in Yazd who had experienced harms associated
with cyberspace. Sampling was carried out purposefully using a theoretical sampling strategy, and
ultimately fifteen Generation Z boys who had referred to counseling centers, social work institutions,
cyber police (FATA), and other related organizations due to various harms were selected as
participants.

Data were collected through in-depth semi-structured interviews. Each interview lasted between
two and four and a half hours, and the interview process continued for approximately four months
until theoretical saturation was achieved. The collected data were analyzed through the stages of
initial coding, focused coding, and theoretical coding. To enhance the credibility of the findings,
strategies such as constant comparison of data, revision of codes, review by qualitative research
specialists, and adherence to ethical research principles-including informed consent and
confidentiality of participants’ information-were employed.

Findings

The findings of the study indicate that the experience of cyberspace-related harm among Generation
Z boys is not a simple or single-factor phenomenon; rather, it emerges through the interaction of
familial, individual, socio-cultural, and virtual factors. The core category extracted from the data was
titled “Reproduction of Harm in the Interaction of Individual and Structure within the Virtual
Refuge.” This category suggests that cyberspace initially functioned for many participants as a
refuge-a space for escape, compensation, self-expression, and liberation from the pressures of real

life. However, over time, this same space became a setting for the intensification and reproduction of
their psychological, social, and identity-related harms.

The first major category, “Chaotic Context,” highlights the role of family conditions in shaping
boys’ vulnerability. Participants had often grown up in families characterized by verbal, behavioral,
physical, or psychological violence, constant blame and humiliation, excessive control, emotional
neglect, divorce or emotional divorce, parental addiction, infidelity, parental dysfunction, disordered
family roles, and lack of emotional support. In such circumstances, the home environment-rather
than providing security and comfort-became tense and unsafe. Consequently, many boys turned to
cyberspace as a means of escaping familial pressures and compensating for emotional deficiencies.

The second category, “Unconscious Self-Presentation,” refers to the ways in which cyberspace
enabled participants to construct identities different from their real selves. Many participants who
had experienced blame, failure, emotional deprivation, feelings of inadequacy, abandonment, or
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humiliation in real life attempted to create a new, desirable, and socially acceptable self in online
spaces. Although this process of virtual self-creation initially appeared to offer a form of personal
restoration and liberation from limitations, participants’ lack of awareness of the consequences of
cyberspace, limited digital literacy, and inability to recognize online threats ultimately led to
dependency, social comparison, anxiety, unhealthy relationships, and further harm.

The third category, ‘“Normative-Institutional Constraints,” reflects the influence of cultural
pressures, gender stereotypes, concerns about reputation, social judgment, behavioral and religious
restrictions, communication prohibitions, and the weakness of educational and support institutions.
Participants reported that in the real world they lacked opportunities to freely express their needs,
emotions, questions, and identities. As a result, cyberspace became an alternative arena for
experiencing freedom and expressing themselves. At the same time, the insufficient role of schools,
universities, families, and formal institutions in teaching digital literacy, online ethics, cybersecurity,
and life skills reduced their capacity to engage safely with cyberspace.

The fourth category, “Stimulating Liberation,” relates to the inherent characteristics of
cyberspace itself. Participants noted that repeated exposure to provocative, sexualized, luxurious,
taboo-breaking, and norm-challenging content gradually reduced their sensitivity toward certain
behaviors. Continuous exposure to such content, exaggerated representations of lifestyles, displays
of idealized bodies, portrayals of free relationships, and risky behaviors contributed to the
normalization of some practices and the erosion of their perceived impropriety. In this way,
cyberspace-interacting with pre-existing individual, familial, and social contexts-became a factor
intensifying various harms.

Discussion and Conclusion

The results indicate that the harms experienced by Generation Z boys in cyberspace cannot simply
be attributed to the use of technology or participation in social media. In this study, cyberspace does
not function as an independent or singular cause of harm; rather, it serves as a context in which
existing vulnerabilities-such as dysfunctional family environments, personal frustrations, emotional
deprivation, cultural pressures, gender stereotypes, weaknesses in educational institutions, and the
appealing algorithmic and content features of digital platforms-are intensified and reproduced. In
other words, the boys studied had already been facing various forms of deprivation, tension, and
restriction in their offline lives before becoming involved in harmful online experiences. Cyberspace
initially appeared to them as a refuge and a means of escape, but eventually transformed into a
setting characterized by dependency, conflict, social comparison, normalization of deviant behaviors,
and the intensification of psychological and social crises.

Therefore, contrary to common assumptions, boys are highly vulnerable to identity-related,
psychological, social, and behavioral harms associated with cyberspace, and neglecting these harms
may lead to the continuation of social silence and the reproduction of cycles of harm. Addressing
this issue thus requires a multi-level and context-sensitive approach.

Based on the findings, it is recommended that policymaking move beyond purely restrictive and
control-oriented approaches and instead focus on preventive, educational, and supportive
interventions. Promoting digital literacy, strengthening life skills, empowering parents, reducing
violence and tension within families, creating safe spaces for dialogue among adolescents and young
people, reconsidering gender stereotypes, reinforcing the role of schools and universities, and
developing coherent policies regarding cyberspace can contribute significantly to reducing the
vulnerability of Generation Z boys.
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